snmp(n) Tnnilrcl Extension snmp(n)

NAME
snmp — Send SNMP messages to devices on the Internet.

DESCRIPTION
TheTnm Tcl extension includes an implementation of the Simple Network Management Protocol (SNMP)
which is used to monitor and controhitees on the Internet. THENM extension supports SNMP version 1
(SNMPv1) as defined in RFC 1155 and RFC 1157, community based SHigiBrv2 (SNMPv2C) as
defined in RFC 1901-1908 as well as User-based SNMRion 2 (SNMPv2U) as defined in
RFC1909-1910. The Tcl commands described in this man pagev fhiw cowentions defined in the
SNMPv2 standard (RFC1902-1908). The differences between SNMPv1 and SNMPv2 are hidders as f
possible from the user of this extension by applying automatiergions where possible.

All SNMP messages are send or regegiby wsing so called SNMP sessions. SNMP sessions are light-
weight objects that keep control about the transport address of the SNMP pegthentitythentication
mechanism in use as well as some parameters that control theéobelwd the SNMP protocol engine
itself.

The programming interface described in this man page can be split in four groups:

[1] Commands to create and control SNMP sessions.

[2] Commands to ivoke sSmple SNMP operations on SNMP sessions.
[3] Commands to ivoke complex SNMP operations on SNMP sessions.
[4] Commands to implement SNMP agents.

The SNMP commands described in this man page are usually used together with the mib(n) command
which allows to retriee information from Management Information Base (MIB) definitions.

SNMP DATA TYPES
The SNMP protocol uses a éid set of primitie data types. These data types are mapped to a pEmiti
string representation in Tcl. B&lois the list of SNMP data types with a short description of the corre-
sponding primitre representation in Tcl:

OCTET STRING An OCTET STRING is a sequence of octect (= bytes). The pvenifcl string
representation for an OCTET STRING value is a string containirgdeeimal
numbers (from 00 td)f separated by colons. For example, the ASCII string "rose"
is represented as "72:6f:73:65".

OBJECT IDENTIFIER
OBJECT IDENTIFIER are used to address information in a MIB. An OBJECT
IDENTIFIER is a sequence of positi rumbers which defines a path through from
the root of the global registration tree to a MIB object or MIB instance. The primi-
tive Tcl string representation is the dotted notation, where sub-identifier are sepa-
rated by dots. Forxample, the OBJECT IDENTIFIER for the MIB node labelled
mib-2 has the Tcl string representation "1.3.6.1.2.1". Tim& extension alvays
returns sub-identifier as decimal numberswier, the Tnm extension accepts
sub-identifier which contain hexadecimal values. Addecimal sub-identifier is
either preceeded by a colon instead of a dot or by the sequence "OxXafqie
the OBJECT IDENTIFIER &lue "1.3.6.1:4:1.0x627" is accepted andvedied to
the value "1.3.6.1.4.1.1575".

IpAddress Values of type IpAddress are agnted into the usual dotted notation where each
byte is comerted into a decimal value, which is separated from its predecessor by
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a dot. A typical example is "134.169.34.15".

TimeTicks TimeTicks values are used to represent time intervals. The resolutioniofed-T
icks values is a deci-secondmETicks values are comrted to a string of the form
"nd hh:mm:ss.cc" where n is the number of days, hh is the number hours, mm is
the number of minutes, ss is the number of seconds and cc is the number of hun-
dreds of a seconds. A typical primagi Tcl string representation of ariieTicks
value looks like "48d 12:36:43.22". Th&nm extension acceptsimeTicks values
where the number of days and/or the number of deci-seconds is missing, e.g.
"1164:36:43". The deci-seconds are set to 0 if #ie missing.

INTEGER, Integer32, Counter, Counter32, Gauge, Gauge32, Unsigned32
Values of all these numeric types are \wsted into an integer numheCounter,
Counter32, Gauge, Gauge32 and Unsigned32 valuesveagsabositve. INTE-
GER or Integer32 values can begaéve. The Counter32, Gauge32 and bee32
types are limited to 32 bits.

Counter64 The Counter64 type allows to use 64 bit unsigned countersaléde vof the
Counter64 type is mapped to an gage number on 64 bit machines and to a float-
ing point number on 32 bit machines.

The Tnm extension returns values in the priméigring representation if no other formatting rules apply
Other formatting rules are extracted from MIB specifications (see the mib(n) command tmibad MIB
specifications) and applied automaticalifis includes the interpretation if DISPYAIINTs as well as the
conversion of integer alues to the corresponding enumeration. For example, DisplayString values are auto-
matically cowerted from the primitte OCTET STRING representation into an ASCII string by applying
the "225a" DISPLAX-HINT and values of typertithValue are represented as "true" @lsé" instead of 1

and 2 (RFC 1903). Explicit coarsions are possible using tmeib format and mib scan commands
described in the mib(n) man page.

SNMP VARBIND LISTS

Tnm

The SNMP protocol alays operates of a list of MIB instances. This list is called a varbind lisargind

list is represented as a Tcl list. Each element of dnleind list is itself a Tcl list describing one varbind ele-
ment. A fully specified varbind list element has three elements: an object identifier which identifies the
MIB instance, the base type of the MIB instance and the value of the MIB instAnfadly specified
varbind list might look like:

{
{1.3.6.1.2.1.1.3.0 TimeTicks {0d 0:03:23.08}}

{1.3.6.1.2.1.2.2.1.3.1 INTEGER softwareLoopback}
{1.3.6.1.2.1.2.2.1.2.1 {OCTET STRING} lo0}
{1.3.6.1.2.1.2.2.1.8.1 INTEGER up}

}

It is often not necessary to use fully specifiadoind lists. It is possible to omit the type and value fields if
you are retrieving values of MIB instances. For example, to vettie fully specified varbing listxample
above, the following much shorter varbind list has been used:

{
1.3.6.1.2.1.1.3.0

1.3.6.1.21.22.13.1
136.1.21.2212.1
1.3.6.1.21.2.2.18.1

}
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It is also alleved to use object type descriptors instead of object identifier in dotted notation. (See the
mib(n) man page for details about object identifier names.) This further simplifies the varbind/kstbabo

{ sysUpTime.0 ifType.1 ifDescr.1 ifOperStatus.1 }

In order to change a MIB instance, yowéd include the n& value in the varbind list. It is Woever pos-
sible to omit the type element if the type can be found in a MIB module. This allows to use a list like

{{ sysContact.0 "schoenw@cs.utwente.nl"} }

to change to value of the sysContact.0 instance. Please note, thatthextension alvays returns fully
specified varbind list tov@id ambiguities.

SNMPv2 varbind list may contain exceptions (noSuchObject, noSuchinstance, end@Mib\Whese
exceptions are signalled in the type element cdidind list element. The value of the varbind is set to null
value which conforms to the type of the object type:

{
{1.3.6.1.2.1.2.2.1.3.2 noSuchinstance 0}

{1.3.6.1.2.1.2.2.1.2.2 noSuchinstance {}}
}

It is the responsibility of the application to check feceptions. Thepplication will not necessarily crash
if such a check is missing but it might get confused while interpreting null values.

SNMP SESSION OPTIONS
SNMP sessions are configured by manipulating session options. Some of these options are the same for all
supported SNMP versions while some of them are specific to a particular version. The options described
belov can be used with grSNMP session unless stated otherwise.

-addressaddress
The -addressoption defines the network address of the SNMP. Jéner value ofaddress may be
an IP address in dotted notation (e.g. 134.169.34.1) or a hostname that can be resolved to an IP
address. The default address is 127.0.0.1.

-port port
The -port option defines the UDP port which is used by the SNMP peer toseeBdMP mes-
sages. The value gbrt may be a port number or a service name which can be resolved to a port
number The default port number is 161.

-version number
The -version option selects the SNMP version used by a SNMP session. The currently supported
version numbers are SNMPv1 (RFC 1157 style SNMP), SNMPv2C (RFC 1901 style SNMP) and
SNMPv2U (RFC 1910 style SNMP). The default SNMP version is SNMPv1.

-community string
The -community option is specific for SNMPv1 and SNMPv2C sessidhglefines the commu-
nity string which is used to identify the sender of SNMP messages. The default community string
is "public".
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-writecommunity string
The-writecommunity option is specific for SNMPv1 and SNMPv2C sessions. It defines the com-
munity string which is used to identify the sender of SNMP messages wiobimg SNMP set
operations. Thelefault write community string is empty which means that the community string
defined by thecommunity option is used.

-user name
The -user option is specific to SNMPv2U sessions. It is used to define the SNMP user name. The
default user name is "public".

-passwordpassword
The -passwordoption is specific to SNMPv2U sessions. It is used to specify the password of the
user The password is automatically e@rted into a ey by applying the passard2key dgorithm
of RFC 1910. The éy is dso automatically localized once the agentlD of the SNMP agent is
known. Note that the application should ¢atare to keep the passwords safe from unauthorized
access. An empty password turns SNMPv2U authentication off. The default password is .

-context context
The -context option is specific to SNMPv2U sessions. It allows to select between multiple con-

texts. The default context is ™.

-timeout time
The -timeout option defines the time the session will wait for a responsetifrieds defined in
seconds with a default of 5 seconds.

-retries number
The -retries option defines he mary times a request is retransmitted during the timeout iaterv
The defaulihumber of retries is 3.

-delay delay
The-delay option can be used to define a delay in milliseconds betweeméssages send by the
SNMP protocol engine. This can be usedvnichnetwork congestion problems. The algf delay
is 0 milliseconds.

-window size
The -window option allows to define a windowhich limits the number of aet aynchronous
requests. This can be used toverg fast scripts to flood an agent with asynchronous messages.
The Tnm extension queues requests internally so that no moresitkaasynchronous requests are
on the wire. Setting the size to 0 turns the windowing mechanism off. The defaultwsizdads
10 messages.

-agentinterp
The -agentoption turns the SNMP session into an SNMP ag&éhte interp agument defines the
Tcl interpreter which will be used to@uate bindings associated with MIB instances. It is recom-
mended to use a safe Tcl interpreter if you amduating scripts or arguments reeed over the
network. It is also possible to use the current Tcl interpreter by using an empty interpreter name.
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-alias name
The -alias option substitutes this option with the configuration options contained in the alias iden-
tified by name. You can define configuration option aliases with shep aliascommand. It is
possible to refer to othealias options within an-alias option. See the description of tsemp
aliascommand bebl for an example.

SNMP CALLB ACK SCRIPTS

Many SNMP commands described belallow to program asynchronous SNMP operations. Asynchronous
SNMP operations work by sending out a request withaaiting for a response. The SNMP protocol

engine leeps track of asynchronous requests and processes callback scripts once an answer for an asyn-
chronous request is reeedl or the request times out. The callback scriptggs evaluated at global hedl.

Special % escape sequences can be used in the callback script to access details contained in the SNMP
response. These % escape sequences are substitued before the callbackstuigtield. & he substitution

depends on the character following the %, as defined in the list.belo

%% Replaced with a single percent.

%V Replaced with the fully specified varbind list.
%R Replaced with the request id.

%S Replaced with the session name.

%E Replaced with the error status. Possitdkigs for the error status are noErtooBig, noSuchName,
bad\alue, readOnlygenErt noAccess, wrongype, wronglLength, wrongEncoding, wrora\e,
noCreation, inconsistentValue, resourcelélable, commitFailed, undoFailed, authorizationError
notWritable, inconsistentName, noResponse.

%l Replaced with the error index. The first element of the varbind list has the position 1.
%A Replaced with the IP address of the peer sending the packet.
%P Replaced with the port number of the peer sending the packet.

%T Replaced with the SNMP PDU type. Possibédues for the PDU type are get-request, g&t-ne
request, response, snmpV1-trap, set-request, get-bulk-request, inform-request, snmpV2-trap, report.

SNMP COMMAND

Tnm

This section describes SNMP commands that are used to creatBNMdP sessions, to define SNMP
aliases and to do some houskeeping.

snmp sessiotjoption value ...]
Thesnmp sessiotommand creates weSNMP sessions. It returns a session handle which is used
to invoke qerations. It is possible to add configuration options as described &hthe snmp
sessiorcommand in order to configure the SNMP session.

snmp alias[name [optiong]]

The snmp aliascommand allows to create aliases for a list of configuration options. This can be
used to define short names for compdession configurations and it allows to share e.g. frequently
used community strings between a number of devices. An alias defined siyntpealiascom-

mand can be substitued when configuring a SNMP session by usirgjiflsesession option as
described abe.

The snmp aliascommand imoked without arguments returns the list of all known alias names. If
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invoked with an aliasname, the list of configuration options associated with this alias is returned.
Invoking thesnmp aliascommand with an aliasame and arnoptions list associates the list of con-
figuration options contained options with the aliasame.

Below is an kamples that creates an SNMPv1 aliasgbei which defines a SNMPv1 community
string. The aliases hubl and hub2 define configuration options used to accdsgswThe
aliases hubl/prate and hub2/pvete combine these aliases. It isanpossible to update the pri-
vate community string for both hubs by changing the/gbei alias. Nesting alias definitions as
shown belw allows to build a flexible configuration scheme.

snmp alias pviate "-community ncc1701"

snmp alias hubl "-address 1.2.3.4 -wiwdb-delay 10"
snmp alias hub2 "-address 1.2.3.5. -timeout 10"
snmp alias hubl/prite "-alias hubl -alias prite"
snmp alias hub2/prite "-alias hubl -alias prite"

snmp info
Thesnmp infocommand returns a list of existing SNMP sessions.

snmp watchtoggle
Thesnmp watchcommand turns heprinting of SNMP packets on or off. This is mostly a agb
ging aid because you caprocess the output with a Tcl script.

snmp wait
The snmp wait command blocks until all asynchronous requests for all SNMP sessian&ees
processed. Eants are processed while waiting for outstanding responses whichveaaliiary
side effects.

SIMPLE SNMP SESSION COMMANDS
This sections describes simple SNMP session commands which correspond directly to SNMP protocol
operations. It also discusses some commands to configure and control of the SNMP protocol engine.

snmp# configure[option value ...]
The snmp# configule session command can be used to query or change the current configuration
options. See the description of SNMP session optiongealbo more details. Thenmp# config-
ure session commandvadlys returns the current settings of the configuration options. Notik-in
ing thesnmp# configue session command on a SNMP session that has asynchronous requests
pending can ha abitrary side effects because it processemts until all pending requests for
this session he dther timed out or returned a response. This behavior makes sure that pending
request are not affected by they@hange to a configuration option.

snmp# cgetoption
The snmp# cgetsession command allows to reteethe \alue of the SNMP session optiovei
by option. See the description of SNMP session optionsvabdor more details.

snmp# wait[request]
The snmp# wait command blocks until all asynchronous requests for this SNMP sessien ha
been processed. Events are processed whiléng for outstanding responses which cameha
arbitrary side effects.
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snmp# destroy
The snmp# destoy session command desggthe session. All data associated with the SNMP
session is remd (outstanding asynchronous requests are cancelled).

snmp# getvarbindlist [script]
The snmp# getsession command retvies the list of instances as specified in tlebindlist by
using an SNMP get-request. If tiamp# getsession command contains a callbaalpt, then
the command sends the get-request and returns immedigtelyesult is the request id for the
asynchronous request.

The snmp# getsession command is processed synchronously if the calibepkis missing. In
this case, the reaaid varbind list is returned or the command fails if the agent does not respond or
if a protocol error happens.

Below is an ekample for a synchronous and an asynchronous get request teerstriables of
the system group:

$s get "sysDescr.0 sysName.0 sysContact.0"

$s get "sysDescr.0 sysName.0 sysContact.0" {
if {"%E" == "noError"} { puts "%V" }
}

snmp# getnextvarbindlist [script]
The snmp# getnextsession command retvies the values of the jécographical successors to the
objects named inarbindlist. If the snmp# getnextsession command contains a callbaoipt,
then the command sends the gettirequest and returns immediateéine result is the request id
for the asynchronous request.

Thesnmp# getnextsession command is processed synchronously if the cabbapkis missing.
In this case, the reaed varbind list is returned or the command fails if the agent does not respond
or if a protocol error happens.

To retrieve the whole MIB tree, you can use the result of a getoemmand as an argument for
the next getnext command. Belare two examples that shea synchronous and an asynchronous
version.

setvbl 1
while {! [catch {$s getnext $vbl} vbl]} {
puts $vbl

}

proc dump {s vbl err} {
if {$err == "noError"} {
puts $vbl
$s getnext $vbl { dump "%S" "%V" "%E" }
}

}
$s getnext 1 { dump "%S" "%V" "%E" }
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snmp# getbulknr mr varbindlist [script]
Thesnmp# getlulk session command can be used to implement fast MIB tree walks by using get-
bulk-requests. Theanmp# getlulk command performs a getnext on the finselements gien in
the varbindlist. For the remaining elements, the agent isedsto repeat the getnext operation
mostly mr times. SNMPv1 sessions automatically map get-bulk-requests toxdeenaests. If
the snmp# getlulk session command contains a callbaaipt, then the command sends the get-
bulk-request and returns immediatelne result is the request id for the asynchronous request.

Thesnmp# getlulk session command is processed synchronously if the cabbapkis missing.
In this case, the reaed varbind list is returned or the command fails if the agent does not respond
or if a protocol error happens.

A typical example of thenmp# gethulk session command is shio belav. It will return sysUp-
Time.0 and the values for ifindex.1, ifDescr.1, ifindex.2 and ifD2sssuming the device has at
least 2 interfaces and implements snmp version 2.

$s getbulk 1 2 "sysUpTime ifindéfDescr"

snmp# setvarbindlist [callback]
The snmp# setsession command can be used to create and alter MIB instances. The varbind list
for set-requests must contain at least the object identifier andwheahe as described am If
the snmp# setsession command contains a callbackipt, then the command sends the set-
request and returns immediatelyne result is the request id for the asynchronous request.

The snmp# setsession command is processed synchronously if the caldbeapkis missing. In
this case, the reaaid varbind list is returned or the command fails if the agent does not respond or
if a protocol error happens.

Below is an &kample which shows koyou can change the sysContact.0 and sysLocati@mio v
ables of the system group. Note that it iwagls recommended to use the Tcl list command to
build the varbind list. This makes sure that quoting is done in the correct way.

$s set [list \
[list sysContact.0 "Bert Nase"] \
[list sysLocation.0 "Hall6, Floor 5"] \

]

snmp# trap snmpTrapOid varbindlist

The snmp# trap command allows to notify a manager that a spewmitehas happened. The trap
type is defined by thenmpTrapOid object identifier The standard traps defined in RFC 1907 are
coldStart, warmStart and authenticatiaitire. Additional trap types are defined in other MIB
modules. Thevarbindlist contains variables that pride additional information for the remote
managerNote, the value of sysUjime.0 is added to thearbindlist automatically Howeve, it is

up to the user to provide yamther required additional varbinds dikhe ifindex for linkUp and
linkDown traps.

SNMPvV1 traps are defined by an enterprise object identifier and a generic and specific trap num-
ber It is possible to covert a SNMPvL1 trap definition into snmpTrapOid object identifier by
appending the generic and specific trap number to the enterprise object id@hidieoversion

is done automatically if the SNMPv1 trap is defined using a TRAP-TYPE macro (RFC 1212) in a
MIB module.
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SNMP traps are usually regeil on UDP port 162. It is therefore necessary to change trauliief
settings of the SNMP session handle to send a trapwB&lan example that changes the destina-
tion port, sends a coldStart trap, and restores the destination port. It is also possibje dsge-
cial session around just for sending trap messages.

set port [$s cget -port]

$s configure -port 162

$s trap coldStart [list [list sysDescr.0 "Fridge"]
$s configure -port $port

snmp# inform snmpTrapOid varbindlist [script]

Tnm

Thesnmp# inform session command is onlyailable for SNMPv2 sessions and sends an inform-
request to a managen contrast to a trap, an inform-request is confirmed by the manager with a
response message. The information request type is defined syihiEapOid in the same ay

as described for thenmp# trap session command a® The varbindlist contains variables that
provide additional information for the remote managddate, the value of sysUpTime.0O is added

to thevarbindlist automatically.

If the snmp# inform session command contains a callbackpt, then the command sends the
inform-request and returns immediatélye result is the request id for the asynchronous request.

Thesnmp# inform session command is processed synchronously if the calibdpkis missing.
In this case, the reaed varbind list is returned or the command fails if the agent does not respond
or if a protocol error happens.

set port [$s cget -port]

$s configure -port 162

$s inform tooHot [list [list sysDescr.0 "Fridge"]]
$s configure -port $port

snmp# bind {} send[script]
snmp# bind {} recv[script]
snmp# bind {} trap [script]
snmp# bind {} inform [script]
snmp# bind {} report [script]

The snmp# bind session command alls to bind scripts tovents processed inside of the SNMP
protocol engine. The first gument of thesnmp# bind session commands described here is
always an empty string. (See the description of the agent commanesfoeladditional bindings
and the use of this parameter.) The seconds argument srfitipg# bind session command is the
evant type. The snmp# bind session commandvadlys returns the script currently bound to the
given event type. A script is bound to awent type by providing the optionatript agument. A
script is remaed from an gent by binding an empty string to thigeat.

A send event is created whener a NMP message is send to the netkv Note, that thesend
evant only triggers once forvery request and not fovery retransmission of the same message.
Similarly, the recv event is created whener a NMP message is resed from the netwrk.
These commands can be used to analyze the SNMP traffic from/to the SNMP engine.

Notifications send by an agent or another manager can beetkbgitinding scripts tarap and
inform events. Binding a script to one of theseot@vent types starts the straps(8) daemon which
listens for incoming notifications on UDP port 162 and #mdg them to all interested processes
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on the local machine.

A report event is created when the protocol engine neeeia NMPVv2U report message. These
messages are used internally to implement clock synchronization and agergrdisco

A script bound to anwent is evaluated in the same ay as callback scripts. Substitution of %
escape sequence takes place as described aimbscripts are alays evaluated at global legl.

COMPLEX SNMP SESSION COMMANDS
This section describes complENMP commands which usually perform a sequence of SNMP operations.
The implementation of these compBNMP session comands does some automatic error handling in order
to hide some of the differences between the SNMP version.

snmp# walk varName varbindlist body
The snmp# walk session command walks a whole MIB subtree. The command repeats sending
gethulk requests until the returne@nbind list is outside of the subtreevegi by varbindlist. For
each valid varbind list retried from the agent, the Tcl scripbdy is evaluated. Before \eluation
of body starts, the variable namedrName is set to contain the actual varbind list. Bels a $m-
ple example to walk and print the interface table:

$s walk x "ifindex ifDescr” { puts $x }

snmp# scalarsscalarlist arrayName
The snmp# scalarssession command can be used to netriitentially large lists of scalars. The
vaues are extracted from thearbindlist and stored in the Tcl array nammdayName. The
scalarlist may include names of simple scalar MIB instances or names of SNMP groups which can
be expanded to a list of MIB scalars. The amapyName is indexed by the names of scalars suc-
cessfully retriged from the agent. The list of inges is returned by thesnmp# scalarssession
command. Protocol errors (e.g. tooBig) or SNMPv2 varbind exceptions are handled internally.

The example belo retrieves and prints the system uptime and the all the scalars in the udp and tcp
groups:

foreach name [$s scalars "sysUpTime udp tcp" s] {
puts "$name : $s($name)"

}

SNMP AGENT COMMANDS
This section describes the SNMP session commands used to implement SNMP agents in Tcl. The SNMP
agent maintains a tree of MIB instances which are linked to Tcl variables. Véhéime value of a MIB
instance is required by the SNMP protocol engine, the corresponding Tcl variable is read. This allows to
update MIB instances easily from Tcl. Wever, some MIB instances are designed tadabitrary side
effects, especially if the value is changed. A binding mechanismsatio bind Tcl scripts tovents inside
of the SNMP protocol engine so that a Tcl script can control the behavior of MIB instances.

snmp# instancedabel varName [default]
The snmp# instancesession command creates aidIB instance if the session is configured as
an SNMP agent. The MIB instance identified lbiel is linked to the global Tcl ariable var-
Name. The SNMP protocol engine reads the valuezasName and conerts it into the required
SNMP data type while processing incoming requests. An agent script must ensveeNbaie
contains an acceptable format (seevaholhe optional ajumentdefault defines the initial alue
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of varName. The lifetime of the MIB instance is bound to the Tcl variataiéName.

snmp# bindlabel event [script]
The snmp# bind session command binds a Ectipt to the MIB instance tree node identified by
label and is only alid for sessions in agent mode. Tévent argument defines the SNMP opera-
tion that triggers thewaluation of thescript. Supported gents types are get, set, create, check,
commit, rollback, begin and end. Teemp# bind session command returns the currently defined
binding if thescript argument is missing.

The begin and end bindings ansleated before PDU processing starts and after PDU processing
has finished. Théabel for begin and end bindings must be em@gt event bindings arealu-

ated, wheneer a MIB instance is read. Thiecan be used to modify the contents of the associated
Tcl variable before the value is actually put into the response message.

Set, create, check, commit and rollback bindings are used to implement writable MIB instances.
The check, commit and rollback bindings are needed tevadoipts to conform to the "as if
simultaneously" requirement (RFC 1157, RFC 1905). Set requests are processed in three phases.
In the first phase, set and createngs are processed to modify existing or create MiB
instances. The seconds phase is processed only if no error occured in the first phase. The second
phase actistes check bindings to alloscripts to check the consistgnof the nev values. The

final phase is the commit/rollback phase which triggers the commit bindings if there has not been
ary error in the earlier phases. An error in one of the earlier phases triggers the rollback bindings.
The protocol engine will also restore the Tcl variables with previousbdsalues.

A Tcl script bound to anvent can signal a SNMP specific error byaking the Tcl error com-

mand and returning one of the SNMP error codes (tooBig, noSuchName, badValue, readOnly
genErr noAccess, wrongType, wrongLength, wrongEncoding, wrongValue, noCreation, inconsis-
tentValue, resourceUmwailable, commitFailed, undoFailed, authorizationErrawtWritable,
inconsistentName).

All the % escapes sequences described in the section about callback scripts wiihheded
before the command isvaluated. In addition, there are three more escapes defined for SNMP
bindings:

%0 Replaced with the object identifier of the MIB instance that triggered/gme. e
%i Replaced with the instance identifier of the MIB instance that triggereddhe e
%v Replaced with the value for the MIB instance that triggeredvém.e

%p Replaced with the pwous value for the MIB instance during SNMP set operations and an
empty string otherwise.

Below is an example that implements a MIB instance tnmTclCmdCount.0 which returns the actual number
of Tcl commands processed by the Tcl interpreter:

$s instance tnmTclCmdCount.0 tnmTclCmdCount
$s bind tnmTclCmdCount.0 get {
set tnmTclCmdCount [info cmdcount]

}

The second»ample implements tav MIB instances called tnmHttpSource.0 and tnmHttpError.0. The
tnmHttpSource.0 instance shall retgea Tl file via HTTP and eduate the contents. The second
tnmHttpError.0 instance contains the error message of the last use of tnmHttpSource.0:
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$s instance tnmHttpSource.0 tnmHttpSource
$s instance tnmHttpError.0 thmHttpError

$s bind tnmHttpSource.0 set {
set tnmHttpSource "%v"
set msg [SNMP_HttpSource $tnmHttpSource]
if {$msg 1= "} {
set tnmHttpError $msg
error inconsistentValue
}
}

$s bind tnmHttpSource.0 rollback {
set tnmHttpSource ™

}

$s bind tnmHttpSource.0 commit {
set tnmHttpError ™

}

It is sometimes useful to bind scripts to non-leaf nodes of the MIB instance tree. All bindings starting from
the leaf node up to the root of the MIB instance tree are processedaN use the Tcl break command to
disable further binding processingrFexample, the following binding will trigger on all gefests in the
enterprise MIB subtree and can be used for debugging purposes:

$s bind 1.3.6.1.4.1 get {
puts "%T from %A:%P object %o (instance %i)"

}

BUGS
The Tcl arithmetic is not platform independent. It is therefore complicated to write portable scripts that
work correctly with large SNMP numbers.
The compl& SNMP session commands should support asynchronous operations.

SEE ALSO
scotty(1), Tnm(8), Tcl(n)

AUTHORS
Juergen Schoenwaelder <schoenw@cs.utwente.nl>
Sven Schmidt <vschmidt@ibr.cs.tu-bs.de>
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